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Unit 3. SubUnit 3.1 

Introduction 

 
 

Introduction 

This module is dedicated to present the most common computer technologies, 

including hardware and software (mostly from the operating system perspective), 

with the goal of allowing the student to understand and solve problems related to 

the use of computers. 

 

 
We will try to focus the learning process on the general aspects of the technology, 

without going too fatr into the details of a given version or implementation, 

because these details are often variable from version to version, and exploring the 

details would cause the materials to be out of validity very quickly. 

 

 
Instead we will focus on the overall characteristics of computers, systems, and 

operating systems, as this will allow us to convey knowledge that is much more 

resilient to the constant version changes. 

 

 
Yet, be warned: you cannot be proficient in this area if you don’t set your mind to 

explore all the details by yourself. We will provide the map, but it’s up to you to 

explore all the roads and of course, enjoy the sight-seeing! 
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Teamwork Proposed Activities 

YOUR TURN! 
 

Activity 1. 
 

Use your favourite online search engine and try to learn something about the 

history of computers. You may want to use the keywords: “history of computers”, 

but you may try some of your own too. 

Time: 15/20 minutes 
 

Materials: a computer with an Internet connection, some sheets of paper and a 

pencil/pen. Directions: 

Try to answer the following questions, recording them in a piece of paper: 
 

- What was the first electronic programmable computer? 

- Who were the pioneers, the British or the American? (or others?) 

- Who was the first computer programmer? 

- Who was Von Neumann and what was his contribution? 

- Is there a notable French in this history? What did he invent? 

- How many computers did Thomas Watson predicted the word would need? 

- How much memory did Bill Gates it would be enough for any personal 

computer? 

Additionally, invent 10 new questions (and record its answers) you will find 

answers to while browsing to respond to the above questions. You will need them 

for the next activity. 

 

 
Cross-check your answers and the new questions with the rest of your team. 

 
 

Activity 2. 
 

Quiz Time 
 

Materials: the questions and replies from 

Activity 1. Directions: 
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Elect a host from a neutral party and let him/her host a quiz battle. Each of the 

teams will number the 10 questions it has previously invented (Activity 1) and the 

host will announce a random number, and a team to answer the random question. 

The team will try to respond to the random question from the other team in a fixed 

amount of time (1 minute or a little more). The team with the most number of 

answered questions wins. 
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Unit 3. SubUnit 3.2 

Personal Computers 

A quick tour on a personal computer 

There are many types of computers, but personal computers fall into a category 

that has its own merit. The first so called Personal Computer was the IBM PC 

(Figure 1), and it was launched in the early 1980’s in the United States of America. 
 

 

Figure 1 – An IBM PC showing the monitor, the keyboard and the Central Unit. 

 
 

Although it cannot be seen in the above picture, the IBM PC is a result of the 

architecture proposed by John Von Neumann (Figure 2). In Figure 1 we can see the 

Input Device (the Keyboard) and the Output Device (the Screen or Monitor), but 

the remaining parts are enclosed in the computer’s case, along with other 

peripherals, such as e.g. the Hard Disk Drives (the first IBM PC did not had a Hard 

Disk Drive, only a Floppy Disk Drive). 
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Figure 2 – Von Neumann’s architecture for the computer. 

 

 

Up to this day, all modern computational devices follow variations of the Von 
Neumann’s architecture. 

 
In this architecture, there is a Central Unit (box in green in Figure 2) that contains 
the CPU (Central Processing Unit) and the Memory Unit, better describes as Central 
Memory. Because all we have been referring is “Central”, all the parts that connect to 
this central component of the computer is termed as “peripheral”, i.e., what stays in 
the periphery. 

 
IN Figure 2 we can see Input and Output devices, but there are also Input/Output 
devices. Let’s take a look at these for a moment. 

 
Input devices or input peripherals are all of those components that allow us to 
send data from the outside into the computer, for example, a keyboard or a mouse. 

 
In a similar manner, Output devices or output peripherals are those that can be 
used by the computer to display data to the user, such as for example, a screen or a 
printer. 

 
If we want to store data in a hard drive, or a USB pen, we will be using 
Input/Output devices, as these can be accessed for both sending data into the CPU 
and storing data sent from the CPU. 

 
Not depicted in Figure 2, between each of the peripherals and the CPU there is a 
component called the Interface. An Interface is a piece of hardware that knows 
how to receive data from the CPU and send it to the peripheral, or in the inverse 
sense, receive data from the peripheral and send it into the CPU. 

 
An interface can also be an Input/Output device, in very particular cases, such as 
the case of a Network Interface Card (NIC). The NIC is both a peripheral and an 
interface, but its often referred to simply as an interface. 
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Regarding casing, computers can be housed in very different types of boxes. You can 
find Tower computers, Desktop, Laptop, or even Hand-held computers, such as the 
tablets or a smartphone. 

 

Figure 3 – a computer case without the cover plates. 

 
 

A computer case is nothing but a box (usually made from metal) that has special 
fixtures that allow the installation of the computer components. Importantly, the 
computer case also houses the power supply for the computer and its components. 
Figure 3 shows an empty tower computer case with its power supply. 

 
Important safety issues regarding PC maintenance 

 
The computer’s components can become quite hot in working conditions, and 
keeping these components at a moderate temperature is critical to the good 
functioning of the computer. 

 
It is extremely important that the computer is kept in a dust free environment, as 
the fans that are installed inside the computer case to force air to cool the 
component will also draw the dust onto the computer components and cause them 
to overheat and malfunction or even burn. 
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Also important is to keep the computer in a relatively dry environment as a moist 
environment can cause condensation in the cooled areas of the components and 
cause the electronics inside to short-circuit. 

 
In line with these recommendations, there are some more that fall into the list of 
good practices to observe when operating a computer. 

 
1. Check that the energy supply (wall socket) has the proper voltage and is 

properly grounded. To have a good ground line in the electric infrastructure 
is extremely important to a) prevent the user from receiving an electric 
shock, and to b) prevent the components from damaging from parasitic 
currents or other electric supply anomalies; 

 
2. As much as possible, please keep the computers in environments that are 

dust and humidity free; 
 

3. Don’t bring food or drinks to your working are close to the computer. Food 
leaves crumbles that get under the keyboard keys and in the mouse sensors, 
and drinks may spill over the computer and cause it to completely fail; 

 
4. Periodically perform maintenance and cleaning on your screen and 

keyboard, for example, using a vacuum cleaner to remove dust and cleaning 
the keyboard and the screen with a suitable cloth. Check the equipment 
manufacturer’s manuals to see the proper way to maintain your equipment; 

 
5. Yet, please be cautious when doing maintenance. Some components may 

have high voltage inside, and never perform these operations unless you are 
certain that this is the way it’s defined in the maintenance manual, and there 
is no risk to you as a user; 

 
6. Avoid using clothing that builds electrostatic fields in your body. A discharge 

from your finger into the computer’s case may be enough to damage a more 
sensitive component. Figure 4 shows an electrostatic discharge, that can be 
avoided if you discharge yourself by touching a large piece of metal, such as 
a metallic desk; 

 
7. When servicing a computer for maintenance or repair, please make sure that 

all the components that will be serviced are disconnected from the power 
supply and not just turned off – actually remove the power cable from the 
power supply; 

 
8. Finally, keep your hand clean when using the keyboard and avoid touching 

the screen with your fingers. 
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Figure 4 – an electrostatic discharge between a charged tip and a computer board. 

 
 

Some final recommendations on preventing electrostatic discharges: 
▪ Keep all components in antistatic bags until you are ready to install them; 
▪ Use grounded mats on workbenches; 
▪ Use grounded floor mats in work areas; 
▪ Remove rings, bracelets and necklaces when working inside computers; 
▪ Use antistatic wrist straps when working inside computers (Figure 5). 

 
Figure 5 – Using an anti-electrostatic wrist band while replacing a component inside a computer. 
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Activity 1. 

Strange things 
happen… 

Additional Activities 

YOUR TURN! 

Materials: an Internet connected 

computer. Directions: 

There are many reports on strange things (and animals) that have been found 

inside computers. Let’s have some fun and learn some more on these cases in the 

process! 

Use your choice search engine and try the search keywords “strange things found 

inside a computer”. Have you found pictures of a mouse, a snake or a frog? Look 

again… 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 



 

  

Unit 3. SubUnit 3.3 
 

Inside the computer: assembling, disassembling and maintenance 
 
 
 

What can you find inside a computer? 

As we have seen in the previous section, you can find a number of components 

inside a computer case. 

 
 

But in general, you will find three main groups of components: 

a) The computer’s mainboard, that includes the Micro-Processor, the RAM 

memory, and the slots to expansion boards / slots to host interfaces, and the 

interfaces (among other things); 

b) The external drives and peripherals that may be hosted inside the central 

unit case, such as Hard Drives, Optical Drives, and so on; 

c) And finally, the power supply. 

 
 

All these components must be accessible when the covers of the case are removed – 

some cases have one cover, some have two. So let’s start! 

 
 

Getting inside a computer case 
 

In order to service a computer, you will likely need the following tools: 

- Safety glasses 

- Antistatic wrist strap 

- Phillips head screwdrivers 

- Flat head screwdrivers 

- Can of compressed air 

- Antistatic mat 

- Torx screwdrivers 

- Hex driver 

- Part retriever 

- Thermal compound 

- Cable ties 

- Parts organizer 

- Containers for storing computer parts 

- Antistatic bags for electronic parts 
 
 
 
 
 
 



 

  
 

 

 

Removing computer case covers can be dangerous and accidents 

are common, please take all necessary cautions as to not cut 

yourself in possibly existing live metal edges of the lids and the 

case 
 
 

 
There are different types of power supplies. Figure 6 shows pictures of a power 

supply and some of its cables. The power supply provides different voltages to 

power the computer mainboard and the internal components, usually 3.3V, 5V and 

12V, these later used to power the motors of e.g. fans or optical drives. Althought 

the power supply does not provide power that can harm you, inside the power 

supply there are components such as condensers that can be in very high voltage. 

Damaged power supplies are not usually serviceable by the IT personnel, 

therefore, in case of malfunctioning, it is best to replace it with a working 

equivalent. 

 
 

Among others, the following are usual power supply formats: 

• Advanced Technology (AT) – original power supply for legacy computer 

systems 

• AT Extended (ATX) – updated version of the AT 

• ATX12V – the most common power supply on the market today 

• EPS12V – originally designed for network servers but is now commonly 

used in high-end desktop models. 
 

 

Figure 6 – Pictures of a power supply and usual power supply cables. 

 
 
 
 

The mainboard or motherboard is the component that hosts the microprocessor, 

the memory (both RAM and ROM), some standard on-board interfaces (such as the 

connection to the keyboard, video, and mouse, and usually some USB ports), and 
 

 



 

  

expansion slots that can host other add-on interfaces we may want to add to the 

computer. A mainboard can look like the one shown in Figure 7. Mainboards are 

usually not serviceable, and in case of a malfunction, the most adequate thing to do 

is to replace it with a new mainboard. 
 

 

Figure 7 – Pictures of a mainboard with identified functional areas. 

 
 

Major components on a motherboard include: 

• Central Processing Unit (CPU) 

• Random Access Memory (RAM) 

• Expansion slots 

• Chipset 

• Basic input/output system (BIOS) chip and Unified Extensible 

Firmware Interface (UEFI) chip 

• SATA connectors 

• Internal USB connector. 
 
 

The Central Processing Unit (CPU), also often called the microprocessor or µP, is 

the responsible for executing the programs. The CPU is usually hosted by the 

mainboard and covered by a fan and heat sink device, to allow it not to overhead. 

Figure 8 shows pictures of the CPU connecting pins and the CPU socket on the 

mainboard. 
 
 
 
 
 
 
 



 

  
 

Figure 8 – Pictures of a CPU and CPU Socket. 

 
 
 

 

 

When working, CPUs get extremely hot and can cause burning. 

After disconnecting the power, please make sure you give it time to 

cool down before trying to service it. 

 
 

 
One of the main components connected to the mainboard is the system’s memory. 

In fact and as you may see in Figure 7, the mainboard has sockets to host the RAM 

memory chips, and also has the ROM memory, directly connected to the 

mainboard. 

Random Access Memory (RAM) is the temporary working storage for data and 

programs that are being accessed by the CPU. RAM is volatile memory. 

Adding more RAM in a computer enhances the system performance. However, the 

maximum amount of RAM that can be installed is limited by the motherboard. 

Figure 9 – Pictures of two RAM modules. 

 
 

In the expansion slots, we can connect additional interfaces. These allow us to 

connect to specific peripherals, and therefore extend the functionalities of the PC. 

Figure 10 shows pictures of four different interface cards. 
 
 
 
 
 
 
 
 
 
 
 

 



 

  
 

 

Figure 10 – Pictures of four different interface cards. 

 
 

Expansion slots may have different formats. Common expansion slots include the 

following formats: 

- Peripheral Component Interconnect (PCI) 

- Mini-PCI 

- PCI eXtended (PCI-X) 

- PCI Express (PCIe) 

- Riser card 

- Accelerated Graphics Port (AGP). 

 
 

Finally, inside a PC case you can find hard drives, CD or DVD readers and recorders, 

and other types of data storage devices. These devices are actually peripherals, but 

are housed inside the PC case for convenience. Figure 11 shows four different 

types of drives that are usually found in the bays located at the front of the PC case. 

Some drives have removable media (such as CD or DVD readers/recorders, tape or 

floppy disk readers), and others host fixed media, such as hard drives of SSD (Solid 

State Drive). 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 

  
 

 

Figure 11 – Pictures of four different data storage devices. 
 

Different types of data storage have different types of speeds, according not only to 

the speed of their respective interface, but also to the nature of the data storage 

device. 

 
 

Hard drives enclose one or more plates on the surface of which we can record and 

read data. 
 

 

Figure 12 – Pictures of different hard drive sizes. 
 

As with other components, hard drives are not usually serviceable, and once a hard 

drive malfunctions, only a specialized technician can try to recover the data that it 

was stored in it. 

 



 

  
 
 

In general, all components that have moving parts have a limited lifetime, and in the 

case of hard drives, their lifetime can be viewed in the specifications sheet. 

 
 

More common in current days, and much faster than hard drives are the Solid State 

Drives. In these devices, the data is stored in chips of memory, in a similar manner 

to RAM, except that in this case, the content of the memory is not lost when the 

memory has not electric power. Figure 13 shows three different SSD formats. 
 

 

Figure 13 – Pictures of three different SSD. 
 

Solid-state drives (SSD) store data as electrical charges in semiconductor flash 

memory. This makes SSDs much faster than magnetic HDDs. SSDs have no moving 

parts, make no noise, are more energy efficient, and produce less heat than HDDs 

SSDs come in three form factors: 

- Disc drive form factor – similar to an HDD 

- Expansion cards – plugs directly into the motherboard and mounts in the 

computer case like other expansion cards 

- mSata or M.2 modules – these packages may use a special socket. M.2 is a 

standard for computer expansion cards. 
 
 
 
 
 
 
 



 

  

Optical drives are removable media storage devices that use lasers to read and 

write data on optical media. They were developed to overcome the storage 

capacity limitations of removable magnetic media such as floppy discs. 

 
 

There are three types of optical drives: 

- Compact Disc (CD) - audio and data 

- Digital Versatile Disc (DVD) - digital video and data 

- Blu-ray Disc (BD) - HD digital video and data. 

 
 

Table 1 – Optical media types and capacities. 
 

 
 

External connections are also very important. A video port allows us to connect a 

monitor to a computer using a cable, and there are different types of video ports 

and cables, including (): 

- Digital Visual Interface (DVI) 

- DisplayPort 

- High-Definition Multimedia Interface (HDMI) 

- Thunderbolt 1 or 2 

- Thunderbolt 3 or USB-C 

- Video Graphics Array (VGA) 

- Radio Corporation of America (RCA). 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 14 – Pictures of different video port connectors. 

 
 

Other peripherals such as keyboards, use different connector formats. Figure 15 

shows other ports that can be found in a PC: 

- Personal System 2 (PS/2) 

- Audio and game port 

- Network 

- Serial AT Attachment (SATA) 

- Integrated Drive Electronics (IDE) 

- The Universal Serial Bus (USB). 
 
 
 

 

 

Figure 15 – Pictures of different types of connections. 

 

 

You can also use converters or adapters to convert one connection format to 
another. Common adapters are the DVI to VGA or the DVI to HDMI video 
adapters. 

 
 
 

 



 

  
 

Disassembling a PC 
 

Most PCs can be disassembled for service with usual tools such as Philips screw 
driver, but some others may require specific tools because of the special format of 
the screw heads. 

 
Before starting, make sure that you are not breaking any warranty by accessing the 
components inside the case, as sometimes manufacturers explicitly forbid third-
party technicians from servicing their units. 

 
Having verified this, and with the necessary precautions in terms of personal 
safety, but also security of the equipment being serviced, you will need to: 

 
1. Power off and disconnect the power supply of the computer case and the 

powered peripherals; 
2. Disconnect all connected peripherals, including mouse, keyboard, USB 

peripherals such as printers, screens and so on; 
3. Remove the case screws using the proper tool; 

a. At this point it’s probably a good idea to make a picture of the system 
so you can reinstall all the components in their original places, and 
also to document the procedure; 

4. Remove the SATA power and data cables; 
5. Remove the hard drive; 
6. Remove the optical drive; 
7. Remove the adapter cards; 
8. Remove the power connections to the fans (if any), and to the motherboard; 
9. Remove the power supply; 
10. Remove the front panel connectors (document their initial connection with 

great detail, these can be hard to reconnect!); 
11. Remove the RAM; 
12. Remove the motherboard (this may need you to remove some screws that 

connect the motherboard to the case). 
 

A pro-tip for this process: document everything, and take pictures. Use your 
own noting book or app, and record everything you do. Pictures are useful because 
sometimes you will need to make proof of the state the machine was on when you 
first received it, and other times you will need to recall the serial numbers of the 
components that were installed. 

 
BEFORE starting to put your hands inside a computer, remember: 

- There are components inside that may still have high voltages – so please be 
extra safe; 

- Remove all your personal jewelry (rings, bracelets, necklaces, …) and always 
use an anti-electrostatic wrist band as the one shown in Figure 5. 

 
Component maintenance 
Most of the components inside a computer case are not reparable except by highly 
specialized computer companies, not only because of the complex electronics but 
also because the components are usually cheaper to replace than to repair. There 
are some exceptions, notably the case where you need to access data that is 
stored inside a 

 
 



 

  

malfunctioning hard drive. In this case you will need to contact a specialized firm 
and probably ask for a repair budget. 

 
Also, the prices of the components tend to vary by a large margin from one brand 
to the other. 

 
When servicing a computer you may need to: 

1. Define what you will do to the computer before you open it; -or- 
2. Open the case to diagnose some malfunction or perform maintenance (such 

as cleaning). 
 

After removing and replacing the components that are malfunctioning, you will 
need to dispose of the old components in a way that is socially and 
environmentally responsible and safe. Your component provider will advise you on 
what is the best way to do this. 

 
Performing preventive maintenance helps to reduce computers’ downtime, and to 
extend the useful life of systems. 

 
Two factors should help you devise a maintenance plan: 

1. Computer location and environment – harsh environments will cause 
computers to require preventive maintenance more often; 

2. Computer use – computers that are used intensively, e.g. by students, will 
require more maintenance and software updating than others. 

 
Regarding maintenance of hardware, there are two items that will need to be checked: 

1. The accumulation of dust in the case vent openings, and inside the case, in 
the cooling fans and cooling metal heat dissipators; 

2. The conditions of the power supply. 
 

To check these, you will likely need a cloth that has no lint, a vacuum cleaner and 
eventually, a can of compressed air. If the thermal mass that is applied on top of the 
processor shows signs of being dry, you will also need to remove the cooling fan 
from the top of the processor, clean the CPU surface and reapply new thermal 
dissipation mass. 

 
In some systems you will find fans and dissipation heat sinks in other components, 
such as e.g., powerful graphics interfaces. Please check these too. 

 
Regarding the maintenance of software, you will need to verify that the installed 
software is the currently used version in that organization. 

 
Follow the policies of the organization when installing security updates, operating 
system, and program updates. 

 
Create a software maintenance schedule to: 

• Review and install the appropriate security, software, and driver updates; 
• Update the virus definition files and scan for viruses and spyware; 
• Remove unwanted or unused programs; 
• Scan hard drives for errors and defragment hard drives. 

 
 
 
 
 



 

  

Keep track of the operations you perform and always, but always, have a backup of 
your data. 

 
Troubleshooting 

 
Troubleshooting requires an organized and logical approach to problems with 
computers and other components, and is a task that benefits from detailed 
reporting (to review old cases), and is a skill refined over time. 

 
Before you begin troubleshooting problems, always follow the necessary 
precautions to protect data on a computer, and take it as a habit to always suggest to 
your clients / friends, to keep the data in a secure backup. 

 
The troubleshooting process can follow these steps: 

 
1. Identify the problem 
2. Establish a hypothesis for a probable cause 
3. Test the hypothesis to validate your analysis 
4. Establish a plan of action and implement the solution 
5. Verify the system is again fully functional 
6. Implement preventive measures 
7. Document the whole process in your files (including pictures). 

 
Troubleshooting can be complicated if you have two problems that interact with 
each other. If you are unable to identify the problem, you can follow these 
additional steps: 

 
If the problem is likely hardware: 

1. check local environment conditions: power supply, humidity, temperature, 
dust, electrical ground, and so on 

2. test the system components you suspect may be faulty in system that you 
know is functional (a workbench testing system) – this is the suspected-
component test 

3. or – test each of the components you know are working well in a functional system 
– this is the non-suspected-component test. 

 
If the problem is likely software: 

1. start the system and make a backup of the user’s data 
2. run the appropriate test software applications, such as anti-virus, diagnosis 

applications, and so on 
3. remove the suspected malfunctioning applications, and upgrade them if possible 
4. if everything else fails, start the system is safe mode (every operating 

system allows you to do this, and repeat steps 1, 2, and 3). 
 

If the problem is a mix of software and hardware: 
1. backup the user’s data 
2. replace the malfunctioning components 
3. update the interface drivers and the applications to the last stable versions, 

if necessary, on a new hard drive. 
 
 
 
 

 



 

  

Previously we mentioned that experience is key for a successful troubleshoot 
activity, because sometimes the errors and the malfunctioning of the equipment is 
not constant, but instead, you can find an intermittent malfunction. 

 
This can be because of: 

a) problems in the power supply or environment conditions 
b) intermittently failing components, typically being these fans or hard drives, 

that can cause CPUs and other components to overheat or software to fail 
c) cables that are loose and make intermittent connection 
d) loose screws or other foreign objects you will find inside the computer case 
e) problems with electromagnetic fields generated by other machines 

(typically in industrial environments) 
f) and a lot of other causes… 

 
Troubleshoot version 2 

 
You should document every step of the maintenance / troubleshoot process. 

 
To identify the problem, you can find Table 2 useful. You may also want to add 
other fields to this table to make a more complete reception log. You may also want 
to print an initial version of this reception sheet and make a duplicate that your 
customer can sign. You should keep this for your records. 

 
Table 2 – Reception of the system. 

 

Recording the reception of a system 
Customer information • Company name 

• Contact name 
• Address 
• Contacts (phone, email, …) 

Information from 
the customer 

• Date and time the system was received 
for maintenance 

• Who received the system for maintenance 
• What has the customer reported (why is 

this system in maintenance) 
• What does the customer want? (just 

a maintenance / malfunctioning 
report, a repair budget, an urgent 
repair, …) 

• When is the system due to the 
customer (date and time) 

System configuration 
and data 

• Manufacturer and model (full inventory 
of all the components, peripherals, 
cables and so on that were provided by 
the customer) 

• Operating System and installed apps 
• Network configurations 
• Other notes (has the data been backup 

up? By whom? Can the system be 
formatted?) 

Status of the system • Record and report visible anomalies in 
the system (take pictures) 

 

 



 

  
 

Internal maintenance data • Assign a unique maintenance number 
and write it on adhesive tags to identify 
each and every one of the components 
delivered by the customer for 
maintenance 

• Who is maintaining this system? (record 
the name of the technician) 

Procedure recording • Record each of the steps taken, and 
how much time you have spent in it 

• Record the error messages the system 
gives when booting up, including beep 
sequences, leds lighting up, and so on 

• If possible, record the BIOS configuration 
 

When delivering the system to the customer, be prepared to: 
a) Discuss the problem and the found solution, and provide tips to prevent 

further problems 
b) Have the customer verify that the system is now OK 
c) Provide the written report (and eventually, have the customer acknowledge 

this by signing your report copy) 
d) Bill the client in a fair and transparent manner. 

 
Make sure you keep your own personal notes. Very often, system problems are 
recurrent and it will help you to know what you have done in previous situations. 

 
Finally, please make sure you actually can maintain the component you have at 
hands. There are many different types of components that are not serviceable, such 
as interface boards, hard drives, and sometimes, laptops. Some manufacturers 
have a warranty void policy if the system is maintained by others than the 
manufacturers’ own technical teams. Make sure you are qualified and authorized to 
do any operation you need to do. 

 
Making questions 

 
An important part of the identification of the problem is to ask the customer the 
relevant questions. Table 3 can help you to get started, and please keep in mind that 
the interaction with the customer is a powerful strategy not only to help you 
discover the problem with the system, but also to build the customer-technician 
relationship. Discuss possible scenarios and estimated costs, pros and cons of each 
one of them. The customer needs to be informed beforehand on how much each of 
the resolution scenarios is going to cost, and what are its respective benefits and 
limitations. 

 
 

Table 3 – Asking questions. 
 

Identify the problem 
Open-ended questions • What problems are you experiencing 

with your laptop? 
• What software have you installed 

recently? 
• When have the problems started? 
• What were you doing when the problem 

was first noticed? 



 
 



 

  
 

 • What error messages / failed processes 
did you notice? 

• Is it possible that someone has 
tampered with the system without 
you knowing it? 

Closed-ended questions • Is the system under warranty? 
• (if it’s a laptop) Was the laptop 

using battery or regular power 
supply? 

• Has the problem occurred before? In 
what circumstances? 

 

Additional resources 
 

A skilled technician will collect a number of preferred tools and reference 
websites. It is useful if you join communities of maintenance and systems’ repair. 
You can find these communities in Reddit, Quora, brand forums, and others. 

 
You may find it useful to, before actually starting to handle the system, look up in 
online forums for similar situations. For example there are errors that are specific 
for particular models, and these are usually well described on the Internet. 

 
 

Printers 
 

Printers are a specific type of peripherals that because of having many moving 
parts and using ink / toner / ribbon supplies, are prone to heavy maintenance. 

 
There are different types of printing technologies. 

 
For example, quick and silent thermal printers at convenience stores will use a 
special type of thermal paper that does not require ink or toner cartridges. The 
printer has a thermal printing head that heats up and this causes the paper to get 
dark (usually black) at the contact point. The paper is covered with a chemical 
thermo-sensitive coat that is responsible for this behavior. Maintenance on these 
printers is not complex, often being cleaning the paper housing and the printer 
head, but you should refer to the printer manual for specific maintenance details. 
The most frequent malfunction is the burning out of parts of the printing head. If this 
is the case, you may need to replace it, but not before assessing the costs of replacing 
the printer with a new one. 

 
Ink jet printers are very common not only on professional environments, but also on 
home and small offices. Ink jet printers have mostly two configurations, the first 
one where the printing head is replaceable as it is integrated with the ink cartridge, 
and the other one where the printing head is not replaceable and only the ink 
cartridge is the replaceable supply. 

 
In each of the cases, you can find yourself with printing heads that are cluttered with 
dried ink. Each model has a set of procedures, usually described in the printer 
manual, that should be used to clean the printing heads. 

 
 
 
 
 



 

  

Additionally, you may need to align each the black and color tracks, by using the 
appropriate printer procedure. 

 
Another usual malfunction in inkjet printers is that the user has used an incorrect 
type of paper with stickers, and these stickers can be caught by the paper feeding 
mechanisms. If this is the case it can help to carefully open the printer and trying to 
remove such pieces. It helps to have pliers with fine tips, and maybe an air heater 
(a hair driers usually does the trick) to help soften the adhesive in the stickers. 

 
This problem can also happen with other printers. You can tip the user to 1) use 
only appropriate paper supplies, and 2) use the paper feeder that is advised to this 
type of paper, usually the one that has a more straightforward (less curly) feeding 
path. 

 
Laser printers usually show a different set of problems, mostly related to the use of 
incorrect toner supplies. Sometimes faulty toner cartridges spill toner power 
inside the printer, and this should be removed by using either compressed air – 
and you will probably want to do this in an outdoor environment – or by using a 
vacuum cleaner. Compressed air is more effective. 

 
Additionally, most laser printers need to have the image drum replaced from time to 
time. Another component that may show signs of wear is the toner fuser 
component. 

 
Some of these components are too expensive to be replaced and usually it’s 
cheaper to buy a new printer - and this is something that makes little sense from 
an ecologic perspective but is something that is heavily dependent of manufacturer 
policies. Please make sure you assess all the cost scenarios as to allow you to make 
the best decision for your customer. 

 
Other types of printers, some quite old such as the printers that use impact 
technology (e.g. dot matrix printing), and others quite new, such as 3D printers, 
will need different types of maintenance strategies. You should refer to the printer 
manual to assess the manufacturer’s recommendation. 

 
Installing a printer 

 
Printers can be directly connected to your computer or can be setup in the 
network, in which case you will need some information to install it. 

 
Installing a local printer is often a very simple task. Most operating systems will 
negotiate with the printer the identification of the make and model and proceed to 
install the most adequate driver. 

 
Yet, sometimes this procedure can be a bit tricky. Again, the printer manual 
usually has the necessary information to help you in this procedure, and it’s 
important that you first refer to it before even start to unpack the printer. 

 
A side note on unpacking a printer: printers are packed and usually have protecting 
foam and plastic bags to keep them protected during transportation. It is also 
common to find that many of the mobile parts of the printer are locked into 
position by plastic parts or adhesive tape. You have to make sure you have 
removed all of these before you attempt 

 
 



 

  

to connect and install the printer. The manual or an installation sheet should have 
all the information. 

 
When installing a remote printer, you may need some additional information, 
depending on whether your printer is discoverable in the network, and your 
operating system can find it, or not. If your printer is not discoverable, you will 
need to have the IP (Internet Protocol) address to access the printer. This address 
is a set of numbers that for IPv4 look like this 192.168.1.88. Your network 
administrator will have this address, since she was the one who configured the 
printer, or maybe it has a name like \\office-printers\GB5907- 102-Printer. In any 
case, your printer will be capable of printing a network configuration status sheet, 
where this information will be available. 

 
Depending on the particular operating system you are using, installing a printer 
will probably be an easy task. Modern operating systems have made this a typical 
click-next- click-next type of operation. It usually ends with the system asking if 
you want to print a test page to confirm all is well. 

 
Yet, if this does not end with the test page humming out of printer, you have a 
problem – or more. If you have a local printer and your operating system is unable 
to recognize it, you will need to resort to the installation manual of the printer, since 
the range of possible causes for this is very large. Assuming that both the printer 
and the computer are powered up, you should try to see if the printer is displaying 
any error message. Other options include faulty cables or faulty communication 
ports at the computer. 

 
 
 
 
 
 

 
Installing and configuring Windows 

 
 

Before starting to address the installation procedure, there are some base concepts 
we need to present. 

 
The following terms are often used when describing an operating system (OS): 

• Multi-user - Two or more users have individual accounts that allow them to 
work with programs and peripheral devices at the same time; 

• Multitasking - The computer is capable of operating multiple applications 
at the same time; 

• Multiprocessing - The operating system can support two or more CPUs; 
• Multithreading - A program can be broken into smaller parts that are 

loaded as needed by the operating system. Multithreading allows different 
parts of a program to be run at the same time. 

 
The OS boots the computer and manages the file system. Operating systems can 
support more than one user, task, or CPU. 

 
 

 



 

  

An OS usually performs the following tasks: 
• manages the interaction between the applications and the hardware; 
• creates and maintains a file structure on the hard disk drive to store data; 
• enables the user to interact with the software and hardware. 

 
The OS locates an application and loads it into the RAM of the computer, allowing 
the computer to perform multitasking and multithreading. 

 
Versions 

 
The Windows Operating System has been developed by Microsoft ™, and currently 
the following versions can be found in working systems: 

• Windows 7 – This is an upgrade from Windows XP or Vista; 
• Windows 8 – This introduced the Metro user interface that unifies the 

Windows look and feel on desktops, laptops, mobile phones, and tablets; 
• Windows 8.1 – This is an update to Windows 8 with improvement to make 

Windows familiar for users with devices that use touch of mouse and 
keyboard interfaces; 

• Windows 10 – This is an update from previous versions of Windows. It was 
designed for PCs, tablets, embedded devices and Internet of Things devices. 

 
Part of the work of an IT technician may be to make an OS recommendation. Apart 
from reviewing budget constraints, the technician must also learn how the 
computer will be used, determine which types of applications will be installed, and 
whether a new computer may be purchased. These are some guidelines to help 
determine the best OS for a customer: 

• Does the customer use off-the-shelf applications for this computer? 
Off-the- shelf applications specify a list of compatible operating systems on 
the application package; 

• Does the customer use customized applications that were 
programmed specifically for the customer? If the customer is using 
a customized application, the programmer of that application specifies 
which OS to use. 

 
 

Minimum requirements, upgrading and updating 
 

There are minimum requirements that the hardware must have in order to install 
an operating system. These minimum requirements need to be checked before you 
start installing the OS. Table 4 shows a quick list of the minimum hardware 
requirements to install different versions of the Windows Operating System. 

 
 

Table 4 – minimum hardware requirements for installing different versions of the Windows OS. 
 

Component Windows 10 Windows 8.1 Windows 7 
CPU clock 1 GHz or faster 

RAM 1 GB for 32-bit or 2GB for 64-bit 
Hard drive space 16 GB for 32-bit or 20 GB for 64-bit 

Graphics card DirectX 9 or later with WDDM 1.0 driver 
Display resolution (min) 800x600 1024x768 Not specified 

 
 



 

  
 

Internet connection Necessary for updates and to support other features 
 

You may have noticed that we have mentioned 32-bit and 64-bit installation. You 
should carefully select which one is most suitable for your customer, as he/she 
may need to run applications that were developed for a particular version – 32 or 
64 bits. 

 
The 32-bit architecture (x86-32) processes multiple instructions using a 32-bit 
address space, and therefore only manages a maximum of 4GB of RAM memory. 
The 64-bit architecture (x86-64) contains additional registers specifically for 
instructions that use the 64-bit address space, and supports 32-bit and 64-bit 
operating system applications. 

 
If your system already has an installed OS, it is likely that this OS is capable to check 
the vendor website in the Internet to assess if updates or upgrades are available. 
Figure 16 shows a screenshot of the application that checks for upgrades in 
Windows 7 with Service Pack 1 and Windows 8.1. 

 

Figure 16 – Get Windows 10 application screenshot. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 17 – Downloading Windows 10 application screenshot. 

 
 

Figure 17 shows a screenshot of the application that allows you to download 
Windows 10 over an Internet connection. 

 
The version of an OS determines available upgrade options. For example, a 32-bit 
OS cannot be upgraded to a 64-bit OS. Windows 7 and Windows 8 can be upgraded 
to Windows 10 but Windows Vista and Windows XP cannot. 

 
To upgrade Windows 7 or Windows 8 to Windows 10, use the Windows 10 Update 
Assistant available on the Download Windows 10 website. It walks you through all 
the steps in the Windows 10 setup process. 

 
Computers running Windows XP or Windows Vista do not have an upgrade path to 
Windows 10 and require a clean installation. Windows 10 installation media can 
be created using the Create Windows 10 installation media tool. 

 
When a new OS installation is needed, user data must be migrated from the old OS 
to the new one. 

 
The User State Migration Tool (USMT) is a command line utility to simplify user 
state migration. 

 
Use Windows Easy Transfer when switching from an old computer to a new one. 

 
PCmover Express is a tool for transferring selected files, folders, profiles and 
applications from an old Windows PC to a Windows 10 PC. 

 
Upgrading an OS means that you will install a new version over an existing one. 
You should only upgrade an OS if and when this will help your system’s 
performance or security. Otherwise, this is an operation that requires you to be 
cautious, as quite often 

 
 



 

  

you will loose functionalities because of some third party application that is not 
going to be compatible with the new version. 

 
Updating an OS means that you will only install some new components or new 
features on the version of the OS that you currently run. You should update your 
OS with some regularity, as this often solves issues and removes bugs that were 
found to exist in the previous release of that particular version. For Windows these 
new releases are sometimes called “Service Pack”. 

 
 

Fresh install 
 

The two most common types of data storage devices used today are hard disk 
drives and flash memory-based drives such as solid-state hard drives and USB 
drives. Whenever possible, prefer flash drives to hard drives, as the former are 
many times faster than the later. 

 
When the storage device type has been chosen, it must be prepared to receive the 
new operating system. Modern operating systems ship with an installer program. 
Installers usually prepare the disk to receive the operating system, but it is crucial 
for a technician to understand the terms and methods involved in this preparation. 

 
Finding and launching the operating system is one of the responsibilities of 
computer firmware, which needs to know the partition scheme. Two partition 
scheme standards are master boot record (MBR) and globally unique identifier 
(GUID) partition table (GPT). 

• Master Boot Record - The MBR contains information on how the hard 
drive partitions are organized. The MBR is 512 bytes long and contains the 
boot loader, an executable program that allows a user to choose from 
multiple operating systems. MBR is commonly used in computers with 
BIOS-based firmware. 

• GUID Partition Table - Also designed as a partition table scheme standard 
for hard drives, the GPT makes use of a number of modern techniques to 
expand on the older MBR partitioning scheme. GPT is commonly used in 
computers with UEFI firmware. 

 
These are some of the characteristics of MBR: 

• Maximum of 4 primary partitions; 
• Maximum partition size of 4TB; 
• No partition table backup; 
• Partition and boot data stored in one place; 

• Any computer can boot from MBR. 
 

These are some of the characteristics of GPT: 
• Maximum of 128 partitions in Windows; 
• Maximum partition size of 9.4 ZB (1ZB=1021B; 1ZB= 1 073 741 824 TB); 
• Stores a partition table backup; 
• Partition and boot data stored in multiple locations across the hard drive; 
• The computer must be UEFI-based and run a 64-bit 

OS. Regarding hard disks, the following applies: 

 

https://pt.wikipedia.org/wiki/Byte#Terabyte_(TB)


 

  

• The primary partition contains the OS files and is usually the first partition; 
• On MBR disks, the active partition is used to store and boot an OS; 
• If more than 4 partitions are needed on an MBR disk, one partition can be 

designated an extended partition; 
• A logical drive is a section of an extended partition, used to separate 

information for administrative purposes; 
• A basic disk (the default) contains partitions such as primary and extended, 

as well as logical drives which are formatted for data storage; 
• A dynamic disk can create volumes that span across more than one disk; 
• Formatting creates a file system on a partition for file storage. 

 
A partition will hold a File System. File systems differ in properties of speed, 
flexibility, security, size and more. Here are five common file systems: 

• File Allocation Table, 32 bit (FAT32) - Supports partition sizes up to 2 TB 
or 2,048 GB. Used by Windows XP and earlier OS versions; 

• New Technology File System (NTFS) - Supports partition sizes up to 16 
exabytes, in theory. NTFS incorporates file system security features and 
extended attributes; 

• exFAT (FAT 64) - Created to address some of the limitations of FAT, FAT32, 
and NTFS when formatting USB flash drives, such as file size and directory 
size. One of the primary advantages of exFAT is that it can support files 
larger than 4GB; 

• Compact Disc File System (CDFS) - Created specifically for optical disk media; 
• NFS (Network File System) - NFS is a network-based file system, that 

allows file access over the network. NFS is an open standard which allows 
anyone to implement it. 

 
 

Creating accounts 
 

Authentication is when users enter a username and password to access a user 
account. Windows uses Single-Sign On (SSO) authentication, which allows users to 
log in once to access all system resources. User accounts allow multiple users to 
share a single computer using their own files and settings. 

 
Windows 10 offers two account types: Administrator and Standard User. 

 
Administrator accounts have complete control over a computer. Users with this 
type of account can change settings globally and install programs. Standard user 
accounts have limited control over a computer. Users with this type of account can 
run applications, but they cannot install programs. Figure 18 ilustrates. 

 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 18 – account types in Windows 10. 

 
 

Finalizing 
 

Windows Update 
To update the OS after the initial installation, Microsoft Windows Update is 
used to scan for new software and install service packs and patches. 

 
Device Manager 
After installation, verify that all hardware is installed correctly. The Device 
Manager is used to locate device problems and install the correct or updated 
drivers in Windows. Figure 19 shows the Windows Update and Device Manager 
utilities on Windows 10. 

 

Figure 19 – updates and device list in Windows 10. 

 
 
 
 
 



 

  
 

Figure 20 – System Preparation Tool in Windows 10. 

 
 

 
Installing Windows in multiple computers 

 
Installing an OS on multiple computers takes time. To simplify, administrators 
usually elect a computer to act as a base system and go through the regular 
operating system installation process. After the OS is installed in the base 
computer, a specific program is used to duplicate all the information on its disk, 
sector by sector, to another disk. This new disk, usually an external device, now 
contains a fully deployed operating system and can be used to quickly deploy a 
fresh copy of the base operating system and any installed applications and data. 

 
If an undesirable setting is accidentally included during the base installation, an 
administrator can use Microsoft’s System Preparation (Sysprep) tool to remove it 
before creating the final image. Figure 20 shows a screenshot of this tool. 

 
 

Types of installations of Windows 10 
 

Windows has several different types of custom installations: 
• Network Installation – This includes Preboot Execution Environment 

(PXE) Installation, Unattended Installation, and Remote Installation; 
• Image-based Internal partition Installation - This is a Windows image 

stored on an internal (often hidden) partition that can be used to restore 
Windows to its original state when it was shipped from the factory; 

• Other Types of Custom Installations – This includes Windows 
Advanced Startup Options, Refresh your PC (Windows 8.x only), System 
Restore, Upgrade, Repair installation, Remote network installation, 
Recovery partition, and Refresh/restore. 

 
 

Remote network installation 
 
 
 

 



 

  

With remote network installation, the OS installation files are stored on a server. 
The client computer can access the files remotely. A software package such as 
Remote Installation Services (RIS) communicates with the client, stores the setup 
files, and provides the necessary instructions for the client to access the setup files, 
download them, and begin the OS installation. 

 
Because the client computer does not have an OS installed, a special environment 
must be used to boot the computer, connect to the network, and communicate with 
the server to begin the installation process. This special environment is known as 
the Preboot eXecution Environment (PXE). Figure 21 shows a stage of this 
procedure. 

 
 

Unattended network installation 
 

To perform a Windows Unattended installation, setup.exe must be run with the 
user options found in the answer file. Instead of prompting the user, Setup uses the 
answers listed in the file. 

 
To customize a standard Windows 10 installation, use the System Image Manager 
(SIM), to create the setup answer file. The answer file is copied to the distribution 
shared folder on a server. At this point, you can do one of two things: 

• Run the unattended.bat file on the client machine to prepare the hard drive 
and install the OS from the server over the network; 

• Create a boot disk that boots the computer and connects to the distribution 
shared folder on the server. You then run a batch file containing a set of 
instructions to install the OS over the network. 

 

Figure 21 - Remote Network Installation. 

 
 
 
 
 
 
 
 

 



 

  
 

Figure 22 - Unattended Network Installation. 

 
 

Recovery partition 
 

Some Windows computers contain a section of the disk that is inaccessible to the 
user. This partition, called a recovery partition, contains an image that can be used 
to restore the computer to its original configuration. 

 
The recovery partition is often hidden to prevent it from being used for anything 
other than restoration. To restore the computer using the recovery partition, you 
often must use a special key or key combination when the computer is starting. 
Sometimes, the option to restore from the factory recovery partition is located in 
the BIOS or found in Windows. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 23 – Disk Management application screenshot showing the recovery partition. 

 

 

Upgrade methods 
 

There are several upgrade methods, either by replacing an existing OS, or by 
making a clean install, as follows: 

 
• In-place upgrade - This will update the OS and migrate apps and settings 

to the new OS. The System Center Configuration Manager (Configuration 
Manager) task sequence can be used to completely automate the process. 
When upgrading Windows 7 or Windows 8 to Windows 10, the Windows 
installation program (Setup.exe) will perform an in-place upgrade, which 
automatically preserves all data, settings, applications, and drivers from the 
existing OS version; 

• Clean install - Another way to upgrade to a newer version of Windows is to 
perform a clean upgrade. Because a clean install will wipe the drive 
completely, all files and data should be saved to some form of backup drive. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 

  
 

Figure 24 – Windows 10 Upgrade Task Sequence Editor screenshot. 
 
 

 
Windows Boot sequence 

 
After POST, the BIOS locates and reads the configuration settings stored in the 
CMOS memory. The boot device priority is the order in which devices are checked 
to locate the bootable partition. The BIOS boots the computer using the first drive 
that contains a valid boot sector. This sector contains the Master Boot Record 
(MBR). The MBR identifies the Volume Boot Record (VBR) which loads the boot 
manager, which for Windows is bootmgr.exe. 

 
Hard drives, network drives, USB drives, and even removable media can be used in 
the boot order, depending on the capabilities of the motherboard. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 25 – Screenshot from the BIOS Setup Utility, showing the volumes used for boot sequence. 

 
 

 
Windows 7 Startup modes 

 
Pressing the F8 key during the boot process opens the Windows Advanced Boot 
Options menu. Users can select how to boot Windows. There are 4 startup options: 

• Safe Mode – A diagnostic mode used to troubleshoot Windows and 
Windows startup. Functionality is limited as many device drivers are not 
loaded; 

• Safe Mode with Networking - Starts Windows in Safe Mode with 
networking support; 

• Safe Mode with Command Prompt - Starts Windows and loads the 
command prompt instead of the GUI; 

• Last Known Good Configuration - Loads the configuration settings that 
were used the last time that Windows started successfully. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 26 – Screenshot Advanced Boot Options screen for Windows 7. 

 
 

Figure 27 – Screenshot Advanced Boot Options screen for Windows 8 and 10. 

 
 

 
Windows 8 and Windows 10 Startup modes 

 
Both Windows 8 and Windows 10 boot too quickly to use F8 to access startup 
settings. Instead, hold the Shift key and select the Restart option in the Power 
menu. This will 

 



 

  

display the Choose an Option screen. To get the startup settings, select 
Troubleshoot, then from the next screen select Advanced options. Inside Advanced 
options select Startup settings, then on the next screen select Restart. The computer 
will then restart and display the Startup Settings menu shown in the figure. To 
choose a startup option use number or function keys F1-F9 that corresponds to the 
desired option. 

 
 
 

Windows Configuration 
 

Since 1985 there have been over 25 versions of Windows, which is currently 
available in 32-bit or 64-bit versions. In the case of Windows 10, nine versions are 
offered, although 12 versions were developed. 

 
Released in 2009, Windows 7 offered improvements to the interface, performance, 
and to the File Explorer application, including the first appearance of the Libraries 
and the HomeGroup file sharing. 

 
Microsoft ™ ended the support for Windows 7 the 14th January 2020. 

 
 

 
Windows 8 was released in October 2012, and included a major revision in the 
Windows interface, redesigned to work better with touch screen devices, such as 
tablets. Yet, the interface changes were not that popular, and made the learning 
curve stepper for some users. 

 
Windows 8.1 was release one year after, in October 2013. It included a Start screen 
that was familiar to most users and a full Start menu button in the taskbar, as well 
as new functionalities and easier configuration options for the desktop GUI 
interface. 

 
Table 5 – overview od different versions of the Windows OS. 

 

Version Release Important features End of 
support 

10 July 
201
5 

Improved desktop interface combines menu 
entries and titles in the Start menu 
Universal apps 
Windows Action Center replaces charms 

Octobe
r 2025 

8.1 Octobe
r 2013 

Start Screen more similar to 
Windows 7 More interface 
configuration options 

Januar
y 2023 

8.0 Octobe
r 2012 

Interface optimized for mobile 
devices Anti-virus included 
File Explorer instead of Windows 
Explorer Unpopular and considered 
hard to learn 

Januar
y 2016 

7 October 
2009 

Improved interface 
Improved taskbar 

January 
2020 

 



 



 

  
 

 Libraries 
HomeGroup file sharing 

 

 

Additionally: 
▪ Windows 10 offers a return to a desktop-oriented interface; 
▪ Windows 10 supports universal apps that run on desktop and mobile devices; 
▪ Windows 10 introduced the Microsoft Edge web browser; 
▪ Charms were replaced with the Windows Action Center with notifications 

and quick settings; 
▪ New update model with feature updates twice yearly and quality or 

cumulative updates monthly. 
 

The Windows 7 desktop: 
▪ Windows 7 has a default theme named Aero; 
▪ Windows 7 Versions and above have the following features: 

• Shake – minimize all windows not being used by clicking and shaking 
the window; 

• Peek - View the desktop icons that are behind open windows by 
placing your cursor over the Show desktop button found at the right 
edge of the taskbar; 

• Snap - Resize a window by dragging it to one of the edges of the screen; 
▪ Users can place Gadgets on the desktop. Gadgets are small applications, 

such as games, sticky notes, a calendar, or a clock. (Gadgets have been 
removed from sequent versions because of security concerns). 

 

Figure 28 – Screenshot showing the desktop screen for Windows 7. 

 
 

 
The Windows 8 desktop included: 

▪ Tiles on the Start screen 
▪ Desktop optimized for mobile devices 
▪ Revised task manager 
▪ Ribbon menu on the File Explorer 
▪ Windows Defender native antivirus 

 
 
 



 

  

▪ Charms bar of five icons, accessed by placing the cursor in the upper-right 
corner of the screen or swiping your finger in from the right side of the 
screen on a touchscreen 

 

Figure 29 – Screenshot showing the desktop screen for Windows 8. 

 

 

Figure 30 – Screenshot showing the desktop screen for Windows 10. 

 
 

 
The Windows 8.1 desktop interface includes: 

▪ Taskbar 
▪ Start button 
▪ Pinned program icons. 

 
Clicking the Start button displays the Start screen that is very similar to the 
Windows 8 Start screen. 

 
In all the versions of Windows it is possible to personalize the content of the main screen. 

 
 



 

  

 

Windows also allows you to monitor what applications are being used, and the 
details of that usage. The Windows Task Manager allows you to monitor: 

• Processes – a set of instructions started by the user, a program, or the OS; 
• Performance – dynamic system performance graphs for a variety of 

options, including CPU, Memory, Disk, Ethernet, etc.; 
• App History – displays historical resource utilization such as CPU time, 

network data usage, data uploads and downloads; 
• Startup – shows the processes that automatically begin during Windows startup; 
• Users – shows who is currently connected to the PC and the system 

resources they are using. 
• Details – makes is possible to change the level of COU priority for a given 

process. 
• Services – shows all available services and their status. 

 
 
 

Exploring the file system 
 

The File Explorer is used for file management in Window 8 and Windows 10, 
and the Windows Explorer is used for file management in Windows 7 and 
earlier. 

 
The Ribbon is used for common tasks, such as copying and moving files and 
creating new folders. 

The Tabs at the top change based on what is 

selected. File Explorer is used to: 
• Navigate the file system 
• Manage files, folders and subfolders 
• Manage applications on storage media 
• Preview some types of files. 

 
In Windows 10 and 8.1, the This PC feature allows you to access the various devices 
and drives installed in the computer. In Windows 7, this same feature is called 
Computer. 

 
To open This PC, open File Explorer, and it will display the This PC feature by 
default. In Windows 8.0, or 7, click Start and select Computer. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 

  
 

Figure 31 – Screenshot showing the File Explorer. 

 
 

Figure 32 – Screenshot showing the This PC feature in File Explorer and Windows Explorer. 

 
 
 

 
Sometimes you will need to run a program with additional privileges. In 
Windows, you can select the option “Run as”. 

 
▪ Modern operating systems improve security by only allowing users with 

enough permissions to access files. 
 
 



 

  

▪ System files, other user files, or files with elevated permissions are 
examples of files that could lead Windows to deny access to a user. 

▪ To override this behavior and gain access to those files, you must 
open or execute them as the system administrator. 

▪ To open or execute a file using elevated permission, right-click the file 
and choose Run as Administrator as shown in the figure. Choose Yes in 
the User Account Control (UAC) window. 

 

Figure 33 – Screenshot showing the “Run as administrator”. 

 
 

Windows Libraries allow you to easily organize content including removable 
media, without actually moving the files. 

 
A library is a virtual folder that presents content from different locations 
within the same view. 

 
When Windows 10 is installed, each user has six default libraries, as shown 
in the figure. 

 
In Windows 10 and Windows 8.1, the libraries are hidden by default. 

 
Right-click the left pane of the File Explorer window for the context menu option 
that can show the libraries. 

 
 
 
 
 
 
 
 
 
 

 



 

  
 

Figure 34 – Screenshot showing the 
Libraries. 

 
 

Figure 35 – Screenshot showing the tree-like Directory structure. 

 
 

The root level of the Windows directory structure, the partition, is usually labeled 
drive C. 

 
Directories may contain additional directories called subfolders. 

 
The number of nested folders is limited by the maximum length of the path 
to the folders. 

 
In Windows 10, the default limit is 260 characters. 

 
 

 



 

  

Figure 35 shows several nested folders in File Explorer along with the equivalent 

path. In the file system, there are directories that store specific files. 

• Users Folder – Windows stores more of the files created by users in the 
Users Folder, C:\Users\User_name\ 

• System Folder – Most files used to run a Windows OS computer are 
found in the folder C:\Windows\system32 

• Program Files – This folder is used by most application installation 
programs to install software. 

 

Figure 36 – Screenshot showing the a particular directory with program files. 
 

Files also have conventions as to the naming of its 

extension. Files adhere to the Windows naming 

convention: 
• A maximum of 255 characters is allowed 
• Characters such as a slash or a backslash (/ \) are not allowed 
• An extension of three or four letters is added to the filename to identify 

the file type 
• Filenames are not case sensitive 
• By default, file extensions are hidden. 

 
In Windows 10 and Windows 8.1 in the File Explorer ribbon, click the View tab. 
Then click to check File name extensions. 

 
 
 
 
 
 
 
 
 



 

  
 

Figure 37 – Screenshot showing the details of viewing the extension of a file. 

 
 

We’ve mentioned before that some files are hidden. This is a possible attribute, 
among others. 

 
The most common file attributes are: 

• R - The file is read-only; 
• A - The file will be archived the next time that the disk is backed up: 
• S - The file is marked as a system file, and a warning is given if 

an attempt is made to delete or modify the file; 
• H - The file is hidden in the directory display. 

 

Figure 38 – Screenshot showing file attributes. 

 
 
 
 
 
 
 

 



 

  
 

Configuring Windows with Control Panels 
 

Windows 10 offers two ways to configure the OS, by the Settings App, and by 
the Control Panel. 

 

Figure 39 – Screenshot showing Windows Settings. 

 
 

 

Figure 40 – Screenshot showing the Control Panel. 
 

System Admins prefer the Control Panel to the Settings App. 
 

To start the Control Panel, type Control Panel into the Search box and click the 
Control Panel Desktop app that appears in the results. 

 
If you right-click on the result, you can pin it to the Start menu to make it easier to 

find. You can also open it from the Command Prompt by typing control. 

 
 



 

  
 

Figure 41 – Screenshot showing the access to the Control Panel. 

 
 

The Windows 10 Control Panel opens to the Categories view by default, but both 
views also provide a search box which will return a list of Control Panel items. 

 

Figure 42 – Screenshot showing the Category View of the Control Panel. 

 
 
 
 
 
 
 
 
 
 

 



 

  
 

Figure 43 – Screenshot showing the Small Icons View of the Control Panel. 

 
 

The Control Panel has the following categories: 
• System and Security – View and configure security settings such as 

Windows Defender Firewall; 
• Network and Internet – Configure, verify, and troubleshoot networking 

and file sharing; 
• Hardware and Sound – Configure devices such as printers, media 

devices, power, and mobility; 
• Programs – Change installed programs and Windows updates, 

including removal; 
• User Accounts – Administer Windows user accounts and user account 

control (UAC); 
• Ease of Access – Access options that make Windows easier to use, 

especially for people who require accommodations for physical or 
perceptual challenges; 

• Clock and Region – Configure time and date settings and formats; 
• Appearance and Personalization – Configure taskbar and 

navigation, file explorer, and available fonts. 
 
 

The User Accounts Control Panel provides options to help you create, change, 
and delete user accounts. 

 
An administrative account is created when Windows is 

installed. To create a user account, open the User Accounts 

Control Panel. 

Standard user accounts can manage most configuration settings that don't affect 
other users. 

 
Standard user accounts can only access their own files and folders. 

 
Some features of the User Accounts utility require administrative privileges and 
will not be accessible with a standard user account. 

 
 

 



 

  
 

Figure 44 – Screenshot showing the User Account. 

 
 

Figure 45 – Screenshot showing the settings for User Account. 

 
 

The User Account Control (UAC) monitors programs on the computer and 
warns users when an action might present a threat to the computer. 

 
In Windows versions 7 through 10, you can adjust the level of monitoring 
that the UAC performs. 

 
The default UAC setting for the primary account is "Notify me only when 
programs try to make changes to my computer”. 

 
Adjust the UAC level to change when you are notified about changes that 
programs may make to your computer. 

 
 

Display Settings and Configurations 
 
 
 



 

  

The Windows 10 display settings are reached by right-clicking an empty area 
of the desktop and selecting Display settings from the context menu. 

 
Change the appearance of the desktop by modifying the resolution that is output 
by the graphics adapter. 

 
If the screen resolution is not set properly, you might get unexpected display 
results from different video cards and monitors. 

 
You can also change the magnification of the desktop and text size in 
Windows interface elements. 

 

Figure 46 – Screenshot showing the screen settings for Windows 10. 
 

The Windows 8 and 7 Display control panel items are: 
▪ Display - configure multiple monitors 
▪ Screen resolution - number of pixels horizontally and vertically. 

Higher numbers provides better resolution, 1920 x 1080 for 
example 

▪ Orientation - This determines whether the display appears in 
Landscape, Portrait, flipped Landscape, or flipped Portrait 
orientation 

▪ Refresh rate - how often the screen image is redrawn expressed in Hertz 
(Hz). The higher the refresh rate, the steadier the screen image appears 

▪ Display colors - The higher the bit depth, the greater the number of colors. 
▪ Multiple displays - two or more monitors attached to the same 

computer. The desktop can be extended to make one large display, or 
mirrored, with the same image shown on all displays. 

 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 47 – Screenshot showing the screen settings 7 and 8. 

 
 

Power 
 

Power Options Control Panel allows you to change the power consumption of 
certain devices or the entire computer. 

 
Use Power Options to maximize battery performance or conserve energy by 
configuring a power plan. 

 
One important difference from Windows 7 and 8 is that the setting that 
requires a password when the computer wakes has been moved from Power 
Options to User Accounts in Windows 10. This is an important setting for 
data security. 

 
Windows has preset power plans. Use the default settings or create your 
own customized plans. 

Please note that Power Options settings will vary based on the hardware that is 

detected. In Windows 8 you can choose from the following options: 
• Require a password on wakeup (Windows 7 and 8 only) 
• Choose what the power buttons do 
• Choose what closing the lid does (for laptops only) 
• Create a power plan 
• Choose when to turn off the display 
• Change when the computer sleeps. 

 
 
 
 
 
 
 
 
 
 

 



 

  
 

Figure 48 – Screenshot showing the Power management settings. 
 

Figure 49 – Screenshot showing the Power management actions. 

 
 

If users do not want to completely shut down a computer, the following options 
may be available: 

• Do nothing - The computer continues to run at full power; 
• Sleep – Documents, applications, and the state of the OS are 

saved in RAM. This allows the computer to power on quickly; 
• Hibernate – Documents, applications, and the state of the OS are 

saved to a temporary file on the hard drive. With this option, the 
computer takes a little longer to power on than the Sleep state, but 
does not use any power; 

• Turn off the display - The computer operates at full power. The 
display is turned off; 

• Shut down - Shuts down the computer. 
 
 
 
 
 
 



 

  
 

Items in the System Control Panel 
 

The System Control Panel item allows all users to view basic system 
information, access tools, and configure advanced system settings. 
The Windows 10 System Control Panel item is shown here. The System Control 
Panel item is very similar in Windows 7 and 8. 
The various settings can be accessed by clicking the links on the left panel. 

 

Figure 50 – Screenshot showing items in the Control Panel. 

 
 

 
System properties 

 
▪ Computer Name – View or change the computer name, workgroup, or domain 
▪ Hardware – Access the Device Manager or adjust the device 

installation settings 
▪ Advanced – Configuration settings for performance, user profiles, 

startup and recovery 
▪ System Protection – Access system restore and enable system restore 

points and the amount of disk space to store them 
▪ Remote – Adjust settings for remote assistance and remote desktop 

 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 51 – Screenshot showing System Properties. 

 
 

Device manager 
 

Device Manager displays a list of all the devices installed in the computer, allowing 
you to diagnose and resolve device problems. 
The Device Manager utility uses icons to indicate the types of problems that may 
exist with a device. 

• Update a driver - Change the currently installed driver. 
• Roll back a driver - Change the currently installed driver to the 

previously installed driver. 
• Uninstall a driver - Remove a driver. 
• Disable a device - Disable a device. 

 

Figure 52 – Device Manager status icons meaning. 

 
 
 
 

 



 

  
 

Figure 53 – Screenshot showing the Device Manager. 
 

 
Administrative Tools in the Control Panel 

 
The Administrative Tools Control Panel item is a collection of tools that are 
used to monitor and configure Windows operation. 

 
This Control Panel item has evolved over time. In Windows 7 it was somewhat 

limited. Microsoft added many different utilities in Windows 8.1. 

In Windows 10, the available tools changed slightly. 
 

The Administrative Tools Control Panel item is unusual in that it is a 
collection of shortcuts to an application. 

 

Figure 54 – Screenshot showing the Administrative tools. 

 
 
 
 



 

  

One of the Administrative Tools items is the Computer Management console. 
 

It allows you to manage many aspects of your computer and remote computers 
in one tool. 

 
The Computer Management console provides access to three groups of utilities. 

 

Figure 55 – Screenshot showing the Computer Management in the Administrative tools. 

 
 

The Event Viewer allows viewing the history of application, security, and 
Windows system events. 
Windows logs many events by their type or level, such as: 

• Information - A successful event. A driver or program has 
executed successfully; 

• Warning - Indication of a potential problem with a software component; 
• Error - A problem exists, but no immediate action is required; 
• Critical - Immediate attention is required. Usually related to 

system or software crashes or lockups; 
• Success Audit (security only) - A security event has been successful. 

For example, a successful logon; 
• Failure Audit (security only) - A security event that has not 

been successful like failed attempts by someone attempting 
to log on. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 

  
 

Figure 56 – Screenshot showing the Event Viewer in the Administrative tools. 
 
 

Figure 57 – Screenshot showing the Local Users and Groups in the Administrative tools. 

 
 

Local Users and Groups provides an efficient way of managing users. 
 

You can create new users and assign those users to membership in Groups. 
 

Groups have rights and permissions assigned that are suitable for different 
types of users. 

 
 



 

  

 

Windows provides default user accounts and groups to make managing users easier: 
• Administrators - Full control of the computer and access to all folders; 
• Guests - Guests can access the computer through a temporary 

profile that is created at logon and deleted on logoff. Guest 
accounts are disabled by default; 

• Users - Users can perform common tasks such as running 
applications and accessing local or network printers. A user 
profile is created and persists on the system. 

 
The Performance Monitor is different from the performance information 
that is available through Task Manager and Resource Monitor. 

 
The purpose of the Performance Monitor administrative tool is the creation of 
detailed custom reports from very specific counters. 

 

Figure 58 – Screenshot showing the Performance Monitor in the Administrative tools. 

 
 

The Services console (SERVICES.MSC) allows you to manage all the services on 
your computer and remote computers. 

 
A service is a type of application that runs in the background to achieve a specific 
goal, or wait for service requests. 

 
To reduce security risks, only start the necessary services. 

 
 
 
 
 
 
 
 
 



 

  
 

Figure 59 – Screenshot showing the Services console in the Administrative tools. 
 

Figure 60 – Screenshot showing the Printer Management in the Administrative tools. 

 
 

The Print Management utility provides a detailed view of all of the printers 
that are available to a computer. 

 
It is not available in all Windows editions. It is available in Windows servers, 
Pro, Enterprise, and Ultimate editions. 

 
It enables efficient configuration and monitoring of directly attached and 
network printers, including print queues for all printers to which it has 
access. 

 
 

 



 

  

It also allows the deployment of a printer configuration to multiple 
computers on a network through the use of group policies. 

 
 

System Utilities 
 

Administrators can use the System Information tool to collect and display 
information about local and remote computers. 

 
The System Information tool is designed to quickly find information about 
software, drivers, hardware configurations, and computer components. 

 
You can also create a file containing all the information about the computer. To 
export a System Information file, select File > Export, type the filename, choose a 
location, and click Save. 

 
The System Information utility can also display the configuration of other 
machines on the network. 

 
It can be opened from the command prompt by typing msinfo32, or it can be 
found in the Administrative Tools Control Panel item. 

 

Figure 61 – Screenshot showing the System Information. 

 
 

System Configuration (MSCONFIG) is a tool used to identify problems that 
keep Windows from starting correctly: 

• General – Displays Normal startup, Diagnostic startup, and 
Selective startup; 

• Boot – Choose the OS version to boot if more than one is 
present, or Safe boot; 

• Services – Lists services that are started with the OS. Allows 
individual services to not be loaded on boot for troubleshooting 
purposes; 

 
 



 

  

• Startup – In 7, it displays a list of all applications the automatically 
run when Windows starts. In 8.1 and 10, the user is referred to the 
same settings in Task Manager; 

• Tools – Displays a list of diagnostic tools for help with troubleshooting. 
 

Every setting in Windows is stored in the Registry. When a user makes 
changes, the changes are stored in the Registry. 

 
The registry consists of a hierarchical arrangement of keys and subkeys 
represented as a tree. Levels of the subkey tree can be deeply nested with a 
maximum of 512 levels permitted. 

 
The registry exists as database files, called hives, associated with each of the top 
level registry keys. 

 
Each key has values. The values consist of the name of the value, its data type, 
and the setting or data that is associated with the value. The values tell Windows 
how to operate. 

 

Figure 62 – Windows Registry root keys and its content. 

 
 

The Registry Editor allows an administrator to view or make changes to the 
Windows Registry. 

 
Using the Registry Editor utility incorrectly could cause hardware, application, 
or OS problems, including having to reinstall the OS. 

 
The registry editor can only be opened from a search or command prompt. 

 
You can search for regedit and open it from the search results, or you can 
open a command or PowerShell prompt and type regedit. 

 
 
 
 
 
 
 
 
 
 
 
 
 



 

  
 

Figure 63 – Screenshot showing the regedit utility. 

 
 

Microsoft Management Console (MMC) is an application that allows the 
creation of custom management consoles for collections of utilities and tools 
from Microsoft or other sources. 

 
When initially opened, the console is empty. Utilities and tools, known as snap-
ins, can be added to the console. You can also add web page links, tasks, ActiveX 
controls, and folders. 

 
The console can then be saved and reopened when needed. This allows the 
construction of management consoles for specific purposes. 

 
The figure shows a new empty console with the dialog box for selecting and 
adding snap-ins. 

 

Figure 64 – Screenshot showing the Microsoft Management Console. 

 
 
 
 



 

  

The Disk Management utility can be opened by right-clicking This 
PC or Computer and selecting Manage. It can also be opened through the 
Computer Management Control Panel or in its own Window by using the Win+X 
menu and selecting Disk Management. 

 
In addition to extending and shrinking partitions, you can also use the 
Disk Management utility to complete the following tasks: 

• View drive status 
• Assign or change drive letters 
• Add drives 
• Add arrays 
• Designate the active partition. 

 

Figure 65 – Screenshot showing the Disk Management application. 

 
 

Figure 66 – Screenshot showing the a detail in the Disk Management application. 

 
 

Disk Management utility displays the status of each disk. The drives display one 
of the following conditions: 

 
▪ Foreign - A dynamic disk that has been moved from another computer 

running Windows 
 

 



 

  

▪ Healthy - A volume that is functioning properly 
▪ Initializing - A basic disk that is being converted into a dynamic disk 
▪ Missing - A dynamic disk that is corrupted, turned off, or disconnected 
▪ Not Initialized - A disk that does not contain a valid signature 
▪ Online - A basic or dynamic disk that is accessible and shows no problems 
▪ Online (Errors) - I/O errors detected on a dynamic disk 
▪ Offline - A dynamic disk that is corrupted or unavailable 
▪ Unreadable - A basic or dynamic disk that has experienced hardware 

failure, corruption, or I/O errors. 
 

Mounting a drive refers to making a disk image file readable as a drive. 
 

ISO files can have their contents written to disk but they can also be mounted on 
virtual drives. 

 
To mount an image, open File Explorer, select an ISO file, in the ribbon select 
the Manage menu under Disk Image Tools and select Mount. 

 
The ISO file will be mounted as a removable media 

drive. The drive is an ISO image mounted as a volume. 

You can also create a mount point which is similar to a shortcut. 
 

You can create a mount point that makes an entire drive appear as a folder. 
 

Figure 67 – Mounting a drive in Windows. 

 
 

To maintain and optimize disk storage, use various tools within Windows. 
 

A disk defragmenter gathers the noncontiguous data into one place, making the 
OS run faster. 

 
Do not perform disk defragmentation on SSDs. 

 

 



 

  

 

SSDs are optimized by their own controller and firmware. 
 

It should not be harmful to defragment Hybrid SSDs because they use hard 
disks to store data. 

 
In Windows 8 and 10, the option is called Optimize. In Windows 7, it is called 
Defragment Now accessed from the disk properties menu or from the File 
Explorer ribbon in Windows 8 and 10. 

 
The Optimize Drives utility allows analysis of the drive prior to 

optimization. You can also optimize the available space by doing a disk 

Cleanup operation. 

 
Figure 68 – Screenshot showing Local Drive Properties. 

 
 

The Disk Error-Checking tool checks the integrity of files and folders by scanning 
the hard disk surface for physical errors. 

 
The tool fixes file system errors and checks the disk for bad sectors. It also 
attempts to recover data from bad sectors. 

 
In File Explorer or File Manager, right-click the drive and select Properties. 
Select the Tools tab and select Check or Check Now in Windows 7. 

 
In Windows 8, select Scan Drive to attempt to recover bad sectors. In 
Windows 7, select Scan for and attempt recovery of bad sectors and click 
Start. 

 

 



 

  

 

In Windows 8 and 10, click Check Results after scanning. This will open an 
Event Viewer window that will allow you to view the log entry for the scan. 

 

Figure 69 – Screenshot showing Disk Error-checking. 

 

 
Application instalation and configuration 

 
Most applications use an automatic installation process when the application 
disc is inserted in the optical drive. 

 
The user is required to click through the installation wizard and provide 
information when requested. 

 
Most Windows software installations are attended, meaning the user must be 
present to interact with the installer software to provide input about the options 
to use when installing the software. 

 
The various types of installations are defined in the figure. 

 

Figure 70 – Different types of installations. 

 
 



 

  

 

Local installation can occur from the hard drive, CD, DVD, or USB media. 
 

To perform a local, attended installation, insert the media or drive, or 
open the downloaded program file. 

 
If the software installation does not start automatically you will need to 
browse the installation media in order to find and execute the installer. 

 
Installer software usually has an EXE or MSI (Microsoft Silent Installer) file 

extension. If there are problems, repair or uninstall the application. 

In addition to the process described above, Windows 8 and 10 provide access 
to the Microsoft Store, as shown in the figure. 

 
Older applications may not run properly on newer Windows operating systems. 

 
If older software is not running properly, locate the executable file for the 
application. This can be done by right-clicking a shortcut for the application and 
selecting Open file location. 

 
Right-click the executable file and choose Properties. 

 
From the Compatibility tab, shown in the figure, you can run the 
Windows compatibility troubleshooter or manually configure the 
Compatibility Mode environment for the application. 

 

Figure 71 – Screenshot showing application properties. 

 
 
 
 

 



 

  

If an application is uninstalled incorrectly, you might be leaving files on the hard 
drive and unnecessary settings in the registry, which wastes hard drive space and 
system resources. 

 
Unnecessary files might also reduce the speed at which the registry is read. 
Microsoft recommends that you always use the Programs and Features Control 
Panel utility when removing, changing, or repairing applications. 

 
The utility guides you through the software removal process and removes every 
file that was installed, as shown in the figure. 

 
Some applications may include an uninstall feature that is located in the Windows 
Start menu with the application. 

 

Figure 72 – Screenshot showing application uninstall. 

 
 

Allowing users to install software on computers that are owned by a 
business organization can be a security risk. 

 
Users can be tricked into downloading malicious software that can cause data 
loss, either through theft or destruction. 

 
Malicious software, known as malware, can infect all computers that are 
attached to a network and can cause widespread damage and loss. 

 
As a technician, it is important to enforce policies regarding software installation 
and ensure that antimalware software, such as Windows Defender, is active and 
up to date. 

 
 
 
 
 
 
 
 



 

  

Mobile, Linux and macOS operating systems 
 

 

Open source and closed source 
 

Like desktops and laptops, mobile devices use an operating system (OS) to run 
software. Before users can analyze and modify software, they must be able to see 
the source code. When the developer chooses to provide the source code, the 
software is said to be open source. If the program’s source code is not published, 
the software is said to be closed source. Android is developed by Google, and iOS is 
developed by Apple. As Android is based on Linux (the Torvalds kernel), it is Open 
Source. 

 
Apps are written and compiled for a specific mobile operating system such as Apple 
iOS, Android, or Windows. Usually, mobile devices such as smart phones or tablets 
come with a number of different apps preinstalled to provide basic functionality. 

 
There are apps to make phone calls, send and receive email, listen to music, take 
pictures, and play video or video games. Instead of being installed from an optical 
disk, apps are downloaded from a content source in the Internet, known as an 
Online Application Repository. Each flavor of operating system has its own 
Application repository, for Google you have Google Play, and for Apple you have 
the AppStore. 

 
Apps for Apple iOS mobile devices are available for free or purchase from the 
App Store. Apple uses a walled garden model for their apps meaning the apps 
must be submitted to and approved by Apple before they are released to 
users. This helps prevent the spread of malware and malicious code. 

 
Android apps are available from both Google Play ™ and third-party sites, 
such as Amazon’s App store Android apps run in a sandbox and have only the 
privileges enabled by the user. 

 
Third-party or custom programs are installed directly using an Android 
Application Package (apk) file. This gives users the ability to directly install 
apps without going through the storefront interface and is known as 
sideloading. 

 
Android 

 
In Android, one screen is designated as the home screen, and additional 
screens are accessed by sliding the home screen to the left or right. 

 
In the Android interface, you can find different navigation icons. The 
Android® OS uses the system bar to navigate apps and screens. 

 
The system bar contains the following buttons: 

• Back 
• Home 
• Recent Apps 
• Menu 

 
 
 
 



 

  
 
 

Figure 73 – Screenshot showing the Android home screen. 

 
 

Each Android® device has an area that contains system icons, such as the clock, 
battery status, and status for Wi-Fi and provider networks. Apps such as email, 
text messaging, and Facebook® often display status icons to indicate 
communication activity. To open the notification area on Android® devices, swipe 
down from the top of the screen. 

 
You can do the following when notifications are open: 

• Respond to a notification by touching it; 
• Dismiss a notification by swiping it off the screen to either side; 
• Dismiss all notifications with the icon; 
• Toggle often-used settings; 
• Adjust the brightness of the screen; 
• Open the Settings menu with the quick settings icon. 

 
 

Apple iOS 
 

The iOS® interface works in much the same way as the Android® interface, but 
there are some very important differences: 

• No navigation icons - A physical button may have to be pressed instead of 
touching navigation icons; 

• No widgets - Only apps and other content can be installed on iOS® device screens; 
• No app shortcuts - Each app on a home screen is the actual app, not a shortcut. 

 
Unlike Android®, iOS® devices do not use navigation icons to perform functions. 
Some common functions performed by the home button include: 

• Wake the device 
• Return to the home screen 

 
 



 

  

• Start Siri® or voice control. 
 

iOS® devices have a notification center that displays all alerts in one location. 
These are some of the commonly used settings: 

• iOS® devices allow the user to quickly access common settings 
and switches, even while locked; 

• From the commonly used settings screen, a user can: 
• Toggle often used settings such as airplane mode, 

Wi-Fi, Bluetooth, do not disturb and screen rotation 
lock 

• Adjust screen brightness 
• Control the music player 
• Access Airdrop 
• Access Flashlight, Clock, Calendar and Camera. 

 
iOS also offers the Spotlight, an app that shows suggestions from many sources 
including the Internet, iTunes®, App Store, movie show times, and nearby 
locations. 

 
 

Common mobile devices features 
 

Most mobile devices can be used in either portrait or landscape mode. A sensor 
inside the device known as an accelerometer, detects how it is being held and will 
change the screen orientation appropriately. When the device is turned to 
landscape mode, the camera app also turns to landscape mode. 

 
Some devices also have gyroscopes to provide more accurate movement readings. 
Gyroscopes allow a device to be used as a control mechanism for driving games 
where the device itself acts as a steering wheel. 

 
When using an Android device, to enable automatic rotation, go to Settings > 
Display > Advanced > Auto-rotate screen. 

 
When using an iOS device, to enable automatic rotation, swipe up from the very 
bottom of the screen and tap the lock icon. 

 
When bright sunlight makes the screen difficult to read, increase the brightness 
level. Inversely, very low brightness is helpful when reading a book on a mobile 
device at night. Some mobile devices can be configured to auto-adjust the 
brightness depending on the amount of surrounding light. The device must have a 
light sensor to use auto-brightness 

 
When using an Android device, to configure screen brightness, go to Settings > Display 
> Brightness > slide the brightness to the desired level. 

 
When using an iOS device, to configure screen brightness, swipe up from the 
very bottom of the screen > slide the brightness bar up or down to vary the 
brightness. 

 
 

Global Positioning System (GPS) is a navigation system that determines the time 
and geographical location of the device by using messages from satellites in space 
and a receiver on Earth. 



 
 



 

  

A GPS radio receiver uses at least four satellites to calculate its position based on 
the messages. GPS services allow app vendors and website to know the location of 
a device and offer location-specific services, which is called geotracking. 

 
Indoor Positioning Systems (IPS) can determine device location by triangulating its 
proximity to other radio signals such as Wi-Fi access-points. 

 
To enable GPS on Android devices use, Settings > Location > Tap on the toggle to 
turn location services on 

 
To enable GPS on iOS devices use, Settings > Privacy > Location services > Turn 
location services on 

 
A digital assistant, sometimes called a virtual assistant, is a program that can 
understand natural conversational language and perform tasks for the end user. 
These digital assistants rely on artificial intelligence, machine learning, and voice 
recognition technology to understand conversational-style voice commands. 

 
By pairing simple voice requests with other inputs, such as GPS location, these 
assistants can perform several tasks, including playing a specific song, performing 
a web search, taking a note, or sending an email. 

 
To access Google Assistant on an Android device simply say "Okay google" and 
Google Assistant will activate and start listening to requests 

 
To access Siri on an iOS device, press and hold the Home button and Siri will 
activate and start listening to requests. Alternatively, Siri can be configured to 
start listening when it hears "Hey Siri". 

 
 

Backup, remote location and remote lock 
 

A remote backup is when a device copies its data to cloud storage using a backup 
app. If data needs to be restored, run the backup app and access the website to 
retrieve the data. 

 
Most mobile operating systems come with a user account linked to the vendor’s 
cloud services, such as iCloud for iOS, Google Sync for Android, and OneDrive for 
Microsoft. 

 
The user can enable automatic backups to the cloud for data, apps, and settings. 
There are also third-party back providers, such as Dropbox, that can be used. 

 
Another option is to configure Mobile Device Management (MDM) software to 
automatically backup user devices. 

 
It is also possible to synchronize your contacts with your Apple or Google account, 
so that you don’t lose your data when your smartphone breaks. 

 
If a mobile device is misplaced or stolen, it is possible to find it using a locator 
app. A locator app should be installed and configured on each mobile device 
before it is lost. 

 
 

 



 

  

Both Android and iOS have apps for remotely locating a device. 
 

Android Device Manager allows a user to locate, ring, or lock a lost Android 
device, or to erase data from the device. 

 
iOS users can use the Find My iPhone app. 

 
After the device is located, you might be able to perform additional functions, 
such as sending a message or playing a sound. 

 
You can also find third party apps to do this and other location services. 

 
If attempts to locate a mobile device have failed, there are other security 
features that can prevent data on the device from being compromised. 

 
Two of the most common remote security features are: 

• Remote Lock (iOS = lost mode, Android = Lock): Allows you to lock the 
device with a passcode, so others cannot gain access to the data in the 
device. 

• Remote Wipe (iOS = erase phone, Android = Erase): The remote wipe 
feature deletes all data from the device and returns it to a factory state. 

 
To restore data to the device, Android users must set up the device using a Gmail 
account, and iOS users must synchronize their device to iTunes. 

 
Mobile operating systems are usually protected by a number of software 
restrictions. An unmodified copy of iOS, for example, will only execute authorized 
code and allow very limited user access to its file system. 

 
Rooting and Jailbreaking are two methods for removing restrictions and 
protections added to mobile operating systems. 

 
Rooting is used on Android devices to gain privileged or root level access for 
modifying code or installing software that is not intended for the device. 

 
Jailbreaking is typically used on iOS devices to remove manufacturer restrictions 
allowing them to run arbitrary user-code, grant users full access to the file system 
and full access to kernel modules. 

 
By rooting or jailbreaking a mobile device the GUI can be heavily customized, 
modifications can be made to the OS to improve the speed and responsiveness of 
the device, and apps can be installed from secondary or unsupported sources. 

 
Like the OS on a desktop or laptop, you can update or patch the OS on mobile 
devices. Updates add functionality or increase performance and patches can fix 
security problems or issues with hardware and software. 

 
Android updates and patches use an automated process for delivery. When a 
carrier or manufacturer has an update for a device, a notification on the device 
indicates that an update is ready. 

 
 

 



 

  

iOS updates also use an automated process for delivery, and similar to Android, a 
notice to download opens if updates are available. 

 
There are two types of updates for mobile device radio firmware: 

• The Preferred Roaming List (PRL) is configuration information that a 
cellular phone needs to communicate on networks other than its own so 
that a call can be made outside of the carrier’s network; 

• The Primary Rate ISDN (PRI configures the data rates between the device 
and the cell tower. This ensures that the device is able to communicate 
with the tower at the correct rate. 

 
 

Linux and macOS Operating Systems 
 

There are several operating systems in this family, usually called the ix 
Operating Systems. 

 
▪ Unix 

• Unix is a proprietary operating system written in the C 
programming language. 

• macOS and iOS are based upon the Berkley Standard Distribution 
(BSD) version of Unix. 

 
▪ Linux 

• Linux operating systems are used in embedded-systems, 
wearable devices, smartwatches, cellphones, netbooks, PCs, 
servers and super computers. 

• There are many different distributions (or distros) of Linux, 
including SUSE®, Red Hat®, CentOS®, Fedora®, Debian®, 
Ubuntu®, and Mint®. 

• Android, and many OS distributions rely upon the Linux kernel. 
 

▪ macOS 
• The operating system for Macintosh computers is developed 

from the UNIX kernel, it is however, a closed source operating 
system. 

• macOS supports remote network installation called NetBoot 
 

Different Linux distributions ship with different software packages, but users decide 
what stays in their system by installing or removing packages. The graphical 
interface in Linux is comprised of a number of subsystems that can also be removed 
or replaced by the user. Ubuntu Linux uses Unity as its default GUI. 

 
The Linux GUI has the ability to have multiple desktops or workspaces. Canonical 
has a website that simulates Unity’s UI and also provides a tour through the Unity’s 
main features. To experience Unity via Canonical’s website visit 
http://tour.ubuntu.com/en/. 

 
 
 
 
 
 
 
 

http://tour.ubuntu.com/en/


 

  
 

Figure 74 – Screenshot showing the Ubuntu home screen. 

 
 

Among the major differences between older versions of OS X and macOS is the 
addition of the Aqua GUI. With macOS, Mission Control is a quick way to see 
everything that is currently open on your Mac. Mission Control allows you to 
organize your apps on multiple desktops. 

 
To navigate the file system, macOS includes the Finder application, that is 
somewhat similar to the Windows File Explorer. 

 
macOS allows screen sharing, a feature that lets other people using Macs to be able 
to view your screen and even take control of your computer. 

 

Figure 75 – Screenshot showing the macOS home screen. 

 
 

In both Linux and macOS, the user can communicate with the operating system by 
using the command line interface (CLI). To add flexibility, commands (or tools) 
that support parameters, options and switches, are usually preceded by the dash (-
) character. 

 
Most operating systems include a graphical interface. Although a command line 
interface is still present, the OS often boots into the GUI by default, hiding the 
command line interface from the user. 

 
 



 

  

One way to access the command line interface in a GUI-based operating system is 
through a terminal emulator application. These applications provide user access to 
the command line interface and are often named as some variation of the word 
terminal. 

 

Figure 76 – Layers in a typical Operating System. 

 
 

A program called a shell interprets the commands from the keyboard and passes 
them to the operating system. When a user successfully logs in to the system, the 
login program starts the shell. Afterwards, an authorized user can begin 
interacting with the OS through text-based commands. 

 
Users interact with the kernel through a shell. The kernel is responsible for 
allocating CPU time and memory to processes. The kernel also manages the file 
system and communications in response to system calls. 

 
The macOS includes a terminal emulator called Terminal, but a number of third-
party emulators are available. 

 

Figure 77 – Screenshot showing the session in terminal. 

 
 
 
 
 
 
 



 

  
 

Backup in Linux and macOS 
 

The process of backing up data refers to creating a copy (or multiple copies) of 
data for safekeeping. When the backing up process is complete, the copy is called a 
backup. 

 
While backups can be achieved with a simple copy command, many tools and 
techniques exist to make the process automatic and transparent to the user. Linux 
does not have a built-in backup tool, however, there are many commercial and 
open source backup solutions for Linux such as Amanda, Bacula, Fwbackups, and 
Déjà Dup. 

 
macOS includes a backup tool called Time Machine, where users choose an external 
drive to be used as a backup destination device and connect it to the Mac via USB, 
FireWire or Thunderbolt. 

 
Time Machine will prepare the disk to receive backups and, when the disk is ready, 
it performs incremental backups periodically. Time Machine stores some backups 
on your Mac, so if the Time Machine backup disk is not available, you may be able 
to restore a backup directly from your Mac. 

 

Figure 78 – Screenshot showing the Time Machine application. 

 
 

 
Disk utilities in Linux and macOS 

 
To help diagnose and solve disk-related problems, most modern operating systems 
include disk utility tools. Ubuntu Linux includes a disk utility called Disks, where 
users can perform the most common disk-related tasks including partition 
management, mount or unmount, format disks and query Analysis and Reporting 
Technology, (S.M.A.R.T.). 

 
macOS includes Disk Utility, that in addition to supporting the main disk 
maintenance tasks, Disk Utility also supports Verify Disk Permissions and Repair 
Disk Permissions. Repair Disk Permission is a common troubleshooting step in 
macOS. 

 
Disk Utility can also be used to backup disks to image files and perform an image 
recovery to disk from image files. 

 



 
 



 

  

Below are a few common maintenance tasks that can be performed using disk 
utility software: 

• Partition management – When working with computer disks, 
partitions may need to be created, deleted or resized; 

• Mount or Unmount disk partitions – On Unix-like systems, 
mounting a partition relates to the process of binding a partition of 
a disk or a disk image file (usually a .iso) to a folder location; 

• Disk Format – Before a partition can be used by the user or the 
system, it must be formatted; 

• Bad Sector Check –When a disk sector is flagged as bad, it 
becomes harmless to the OS because it will no longer be 
used to store data. Please note that bad sectors could be an 
indicator of a failing disk; 

• Query S.M.A.R.T. attributes – S.M.A.R.T. can detect and 
report attributes about a disk’s health. The goal of S.M.A.R.T. 
is to anticipate disk failure, allowing the user to move the 
data to a healthy disk before the failing disk becomes 
inaccessible. 

 
Scheduling tasks 

 
Maintenance tasks should be scheduled and performed frequently to prevent or 
detect problems early. To avoid missing maintenance tasks due to human error, 
computer systems can be programmed to perform tasks automatically. 

 
Two tasks that should be scheduled and performed automatically are backups and 
disk checks. 

 
In Linux and macOS, the cron service is responsible for scheduled tasks. As a 
service, cron runs in the background and executes tasks at specific dates and times. 
Cron uses a schedule table called a cron table that can be edited with the crontab 
command 

 
 

Security 
 

Usernames, passwords, digital certificates, and encryption keys are just a few of 
the security credentials associated to a user. Due to the increasing number of 
necessary security credentials, modern operating systems include a service to 
manage them. Applications and other services can then request and utilize the 
credentials stored by the security credentials manager service. 

 
Gnome-keyring is a security credentials manager for Ubuntu Linux. To access 
Gnome- Keyring on Ubuntu Linux, click Dash > Search for Key > Click Passwords 
and Keys 

 
Keychain is a security credentials manager for macOS. To access Keychain on 
macOS, go to Applications > Utilities > Keychain Access 

 
 
 
 
 
 
 
 



 

  
 

Basic Unix file and Directory permissions 
 

To organize the system and reinforce boundaries within the system, Unix uses file 
permissions. Every file and directory on Unix systems carries its permissions 
which define the actions that the owner, the group, and others can do with the file 
or directory. 

 
The only user who can override file permissions in Unix is the root user. Root 
access is often required before performing maintenance and administrative tasks. 

 

Figure 79 – Values for file and directory attributes and permissions. 

 

 
Administration in Linux 

 
Administrators use the terminal to monitor and control users, processes, ip 
addresses, and other tasks. The following are examples of commands. 

 
• passwd – allows users to change their own password at the terminal. 
• ps - allows users to monitor their own processes. 
• kill - allows users to end the processes that they have started. 
• ifconfig – similar to the Windows ipconfig command, however this 

command is deprecated and the “ip address” command should be 
used. 

• iwconfig - allows users to set and view their wireless settings. 
• chmod - allows users to change the permissions of files that they own. 
• ls - lists the files in a directory. 

▪ Permission - Defines how the user, group, and other access 
the files and directories. 

▪ Link - The number of links or the number of directories 
inside this directory 

▪ User - Displays the username of the owner of the file or 
the directory. 

▪ Group - Displays the name of the group that owns the file or 
the directory. 

▪ File Size - Displays the file size in bytes. 
▪ Date and Time - Is the data and time of the last modification. 

 

 



 

  

▪ File Name - Displays the file or directory name. 
 

Figure 80 – sample output for a ls -l command. 

 
 

Additionally, Administrators use the terminal to monitor and control users, 
processes, ip addresses, and other tasks. The following are common commands. 

 
• sudo – (Super User Do) grants a user root access without 

actually changing their profile. 
• chown - allows users to switch both the owner and the group of a 

file or files. 
• apt-get – is used to install and manage software on Debian based 

Linux distributions. 
• shutdown – is used to halt and reboot the operating system. 
• dd - (Disk Duplicate) is used to copy files and partitions, and 

create temporary swap files. 
 

Figure 81 – sample output for administrator commands. 

 
 
 

 
The IT Professional: Ethics, Attitude, Learning 

 

 

Being an IT technician means that you will have access to very sensitive and 

personal information. You have to understand that, first and foremost, your 

customer trusts you and therefore, you must reciprocate by being worthy of that 

trust. 

 
 

As a rule of thumb, files in customer’s computers are sacred: secret, confidential, 

personal. 
 
 
 
 



 

  
 
 

When dealing with customers, it is sometimes easier to explain what you should 

not do. The following list describes things that you should not do when talking 

with a customer: 

• Do not minimize a customer’s problems. 

• Do not use jargon, abbreviations, acronyms, and slang. 

• Do not use a negative attitude or tone of voice. 

• Do not argue with customers or become defensive. 

• Do not say culturally insensitive remarks. 

• Do not disclose any experiences with customers on social media. 

• Do not be judgmental or insulting or call the customer names. 

• Avoid distractions and do not interrupt when talking with customers. 

• Do not take personal calls when talking with customers. 

• Do not talk to co-workers about unrelated subjects when talking with the 

customer. 

• Avoid unnecessary holds and abrupt holds. 

• Do not transfer a call without explaining the purpose of the transfer and 

getting customer consent. 

• Do not use negative remarks about other technicians to the customer. 
 
 

Federal, state, local, and industry regulations can have documentation 

requirements over and above what is normally documented in the company’s 

records. Regulatory and compliance policies often specify what data must be 

collected and how long it must be retained. A few of the regulations may have 

implications on internal company processes and procedures. Some regulations 

require keeping extensive records regarding how the data is accessed and used. 

 
 

Failure to comply with laws and regulations can have severe consequences, 

including fines, termination of employment, and even incarceration of offenders. 

 
 

Respect your customers, as well as their property. Computers and monitors are 

property, but property also includes any information or data that might be 

accessible, for example: 

• Emails 

• Phone lists and contact lists 

• Records or data on the computer 

• Hard copies of files, information, or data left on a desk 
 
 



 

  

The laws in different countries and legal jurisdictions vary, but generally, actions 

such as the following are considered to be illegal: 

• It is not permissible to make any changes to system software or hardware 

configurations without customer permission. 

• It is not permissible to access a customer’s or co-worker’s accounts, private 

files, or email messages without permission. 

• It is not permissible to install, copy, or share digital content (including 

software, music, text, images, and video) in violation of copyright and 

software agreements or the applicable law. Copyright and trademark laws 

vary between states, countries, and regions. 

• It is not permissible to use a customer’s company IT resources for 

commercial purposes. 

• It is not permissible to make a customer’s IT resources available to 

unauthorized users. 

• It is not permissible to knowingly use a customer’s company resources for 

illegal activities. Criminal or illegal use typically includes obscenity, child 

pornography, threats, harassment, copyright infringement, Internet piracy, 

university trademark infringement, defamation, theft, identity theft, and 

unauthorized access. 

• It is not permissible to share sensitive customer information. You are 

required to maintain the confidentiality of this data. 

 
 

Additionally, you have to consider that: 

• It is illegal to use licensed software without the appropriate license. 

• An example of a personal software license is an End User License 

Agreement (EULA). 

• An enterprise license is a software license held by a company for its 

employees to use. 

• Open source licensing is a copyright license for software that allows 

developers to modify and share the source code that runs the software. 

• If you use software to make money, you must pay for a commercial license. 

• Digital rights management (DRM) is software that is designed to prevent 

illegal access to digital content and devices. 

 
 

If you discover illegal activity on a computer or network on which you are working, 

at a minimum, document the following: 

• Initial reason for accessing the computer or network 

• Time and date 

 



 

  

• Peripherals that are connected to the computer 

• All network connections 

• Physical area where the computer is located 

• Illegal material that you have found 

• Illegal activity that you have witnessed (or you suspect has occurred) 

• Which procedures you have executed on the computer or network. 
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